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INTRODUCTION

This is a research about Biometric Smart Cards updated to October 2018. The data presented
have been collected through various means, including interviews with company representatives,
shareholders, researchers, developers, and people involved professionally in the smart card and
biometric industry. The views and opinions expressed in this research are those of the authors
and do not necessarily reflect the official policy or position of the mentioned companies or
organizations. The authors are neither sponsored nor paid by any of the companies mentioned in

this work.

This research was presented for the first time at the International Card Manufacturers Association

(ICMA) CardTrex Europe Conference held in Milan on 5 and 6th October 2017.

This work is licensed under a Creative Common Attribution-NonCommercial 4.0 International
License. This means you can share and use part of, mentioning the original work, and that cannot

be used entirely or partially for commercial use.

In this research | will reference to a smart card that embeds a fingerprint sensor using the terms
‘Biometric Card’, ‘Biometric Smart Card’ or ‘BSC’. Biometric Smart Cards for payment application
will be referred as BPC that stands for Biometric Payment Card. FPC is also an abbreviation of
‘Fingerprint Card’ but | am not going to use it because it's often used in the biometric industry to

identify the Swedish company Fingerprint Cards.
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1. The World of Biometric Smart Cards

1.1.  Fingerprint Consumer Acceptance Timeline

Nowadays unlocking our smartphone with our finger it’s kind of spontaneous gesture despite the
fact that just few years back it was all very different. | think that the current wide consumer’s
acceptance of the fingerprint as mean to authenticate and access began in year 2013 with the
launch of the Apple iPhone 5S (Figure 1). Soon after the Apple launch several other smartphone
makers follow suit making the process of utilizing a finger to unlock their phone or to authenticate

part of our dalily life.

SAE

2011 2012 2013
Siemens and Sagem launch MC Apple file Patent Apple buys Apple launch iPhone
Triodata develop 959 ID, phone with “Devices and AuthenTec for 58
phone prototype STM fingerprint Methods for $356M
with fingerprint sensor Providing Access to
sensor. Internal

Components”
(US20120258773A1)

Figure 1 - Fingerprint consumer acceptance timeline
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1.2. What is a Biometric Smart Card?

A Biometric Smart Card (BSC), Fingerprint Cards or Biometric System-On-Card (BSoC) is a smart
card containing a fingerprint sensor within its structure. The fingerprint scanner, referred in this
research as FPS, allows the card user to self-authenticate himself. As general rule, the processes
of fingerprint enrollment, template creation, template storage, template matching is completely
performed within the card. Also, when we reference to a biometric card means that all acquired,

processed, computed biometric data and associated templates shall never leave the card.

The electronic representation of the fingerprint is called Template and is it actually a file, with a
proprietary format, that can be stored either into the Secure Element (SE) or in the secure flash
area of the MCU.

The Matching process is the operation that compare the acquired fingerprint data with the stored

Template.
Other terms defined in this research includes:

o FelD as Fingerprint elD. This is basically an Electronic ID Card (elD) with an embedded
FPS. | have not used the terms Biometric associated to an elD because in most of current
implementations a standard elD already includes one or more user biometric data such as
photo, iris or fingerprint image.

o BPC as Biometric Payment Card. This is basically a payment card with an embedded FPS.
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1.3.  Template-On-Card

Smart cards have been already used in the past with various degree of success to store biometric
credentials. There are currently three systems to use smart cards as secure token within the
biometric authentication process: Template-On-Card (TOC), Match-On-Card (MOC) and
Biometric System on Card (BSoC). In a TOC scheme (Figure 2) the enrollment is performed at a
standalone fingerprint scanner device, the device itself (or the system where the fingerprint
sensor is part of) perform the creation of the template that is then stored in the smart card. During
the Matching process the Biometric Terminal extract the reference template from the smart card
and it perform a match with the template generated from the user fingerprint. This system is

potentially subject to Man-in-the-middle attack because during both enrollment and matching

there is transit of secret/sensitive data over a — potentially — non-secure channel.

Fingerprint Finge'r?fint
Acquisition Acquisition ~
¥
Template ‘l Biom_etric = K
Creation Terminal L » -
Potential
an -in-the-Middle '
Attack Transfer to
Transfer to _
Matching
Smart Card
System
-

Template Stored in
Secure Element

Figure 2 - Template-On-Card

The Rise of Biometric Cards | Edition Q4 2018 | Embedded Security News |
© 2018 Antonio D’Albore | embeddedsecuritynews.com |



https://en.wikipedia.org/wiki/Man-in-the-middle_attack

1.4. Match-On-Card

Match-On-Card system (Figure 3) is an evolution of TOC where the matching process is
performed within the smart card. The step up is practically the fact that the reference template it
never leaves the smart card. Nevertheless, there is a potential risk of man-in-the-middle attach
when the reference template is created and when the matching template/acquired image is sent

to the card.

Fingerprint Flnge.rrt)r‘mt
Acquisition e Acquisition S~

¥
Template 2\ Biometric = ‘Aj
Creation % Terminal @
- } Potential } Potential
Man-in-the-Middle N Man-in-the-Middle
Attack Attack

Transfer to Transfer to

Smart Card Smart Card &

Template Stored in
Secure Element

¥
Match
» Result

ﬁ*ﬁ

Figure 3 - Match-On-Card

The Ingenico iIWB Bio 250 (Figure 4) is an example of mobile terminal that can potentially be used

for Template-on-Card and Match-on-Card schemes.

Figure 4 - The Ingenico IWB Bio 250 terminal.
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1.5. Biometric-System-On-Card

A Biometric-System-on-Card (Figure 5) do offer higher standards of security when it comes to
potential external attacks because the acquired fingerprint image, the template creation, its

storage, the matching process is entirely performed within the card.

A Biometric Smart Card includes all electronics, firmware and embedded software needed to

carry out the Enrollment, Template Creation, Template Storage and Template Matching.

In the vast majority of the existing current implementations, the Template is stored in the MCU.

TN T —

Fingerprint Fingerprint

acquisition acquisition |

In-Card 2\ In-Card ‘

template 4/\\” template \
5 o~ o

creation s creation

Template stored in EIE In-Card
Secure Element g m temple':tes
or Secure Flash matching

Figure 5 - Biometric-System-On-Card

Match result ‘

In a BSoC, specific electronic is programmed to process and extract the biometric features from a
raster gray scale image generated by the fingerprint sensor (Figure 6). The extracted features are
then converted into a digital template that is stored into a secure memory. Upon user verification a
matching algorithm gets as input the stored template (the rightful card owner) and the current
template extracted from a live image of the person is trying to authenticate. If the two templates
match, the card is authenticated and some features of the cards are then unlocked. Typical
examples of successful authentication do allow the card to communicate with a smart card reader

for access control or to perform a payment transaction.
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Reference
template
Measurement
Extract
Query

Template

Adaptive
Score
decision

Feature Template

Capture i
P » Processing }’ Extraction | Creation

Matching

» Enrolment Typical operation time 2 ~ 4 sec.
» Authentication  Typical operation time 1~ 2 sec.

Figure 6 - BSoC Working Mechanism

Operatively, most BSCs are programmed in a way that when the card is powered on, the

fingerprint reading starts immediately, so the user shall perform the following steps:

1. User get BSC on his/her hand.
2. User place finger on fingerprint sensor.

3. Authentication / Verification process starts.

In order to reduce the risk of successful matching of non-genuine fingers, anti-spoofing methods
and liveness detection could be implemented. Those are generally a mix of hardware and

software solutions working on a combination of two or more methods such as:

0 Image processing and statistical analysis of the captured image.

0 Check temperature of the finger

0 Check electric resistance of the finger

0 Check presence and rate of pulse.

0 Scan the tissue underneath the surface of the finger via infrared light in order to measure
proprieties such absorption, reflection or scattering.

0 Image of sweat pores in the fingerprint

o Detection of perspiration in a time progression of fingerprint images

0 Skin spectroscopy

Of the above techniques, only few can be used in the context of a smartcard because:
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o Lack of physical space within the card structure for additional electronics.

o The processing power of the MCU is not enough for the required image/signals
processing or even if it is sufficient, the computing time will be too long to be of any
practical purpose.

0 Some of the techniques requires external hardware.

0 Some technique will make the product cost too high for commercialization.
Software-based anti-spoofing solutions currently under study by several industry players includes:

o Binarized statistical image features (BSIF)
0 Local contrast phase descriptor (LCPD)

o Multi-scale local binary pattern (MSLBP)
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1.0. Biometric Performance

The performance of a Biometric system is generally represented in terms of decision error states —

false acceptance rate (Figure 7 and Figure 9) and false rejection rate (Figure 8 and Figure 9).

FAR = FALSE ACCEPTANCE RATE
L

Measure the likelihood that the biometric
system will incorrectly accept an
authentication attempt by an
unauthorized user

Ratio of the number of false acceptance
divided by the number of identification
attempts

Example value for BSC
FAR =0.01% or 1 / 10,000

Figure 7 - False Acceptance Rate.

The False Acceptance Rate (FAR) sometime also referred as False Match Rate (FMR) is the
measure of the likelihood that the biometric system will incorrectly accept an authentication
attempt by an unauthorized user. It is considered as the most serious biometric security error as it

gives unauthorized users access to systems.

FRR = FALSE REJECTION RATE

Measure the likelihood that the biometric
system will incorrectly reject an
authentication attempt by an authorized
user

Ratio of the number of false rejections
divided by the number of identification
attempts

Example value for BSC
FRR < 3%

Figure 8 - False Rejection Rate.

The False Rejection Rate (FRR) is the measure to calculate the chance of the biometric system
failing to authenticate a legitimate user and is calculated as the probability of the system to fail in

finding a match between an input biometric template and the registered biometric stored in the
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database. In the context of a BSC a database is meant the secure flash memory where the
templates generated at enrolment are stored.
Figure 9 illustrates the FRR and FAR concepts:
o The red line represent the distribution of the Impostors, which is when the system shall not
grant authentication.
0 The green line represent the distribution of the Genuine, which is when the system shall

grant authentication.

o
»

Threshold (T) ~ Genuine Genuine = matches where both
. templates are extracted from the same
finger

Impostor

Probability

Impostor = matches where the two
templates are extracted from different
fingers

T = Threshold score that define the
security level

,

\

<
X

[

A Similarit
Rejected - e

Figure 9 - Genuine and Impostor Score Distribution.

Because the distribution of the Impostor rejection (red line) is always overlapping with the
distribution of the Genuine authentication (red line) the developer of the biometric system must

choose a Threshold (T). The similarity score set by the Threshold is critical during the matching:

o0 When score is below Threshold (Red area), the user is not authenticated.

o When score is above Threshold (Green area), the user is authenticated.
Deciding an optimal value for the Threshold is not easy because:

o Ifalow threshold is decided, then all Genuine users will be authenticated but also a high
percentage of Impostors.
o If a high threshold is decided, then the Impostors will not enter but a lot of Genuine users

will complain because they will not be authenticated.

The announced performances, FAR and FRR, generally rely on a specific database, and it is a
good practice to ask to the provider how the numbers have been computed. For instance the

database size, population statistics, how the database has been acquired, etc.
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While evaluating a enrolment solution, it shall also take in due consideration the following metrics:
o FTE

The Failure to Enrolment is a metric that shows the amount of times where the user can not be

enrolled in the device at all. The amount of enrolment attempts after which a case can be

considered FTE is arbitrary, and has to be defined in every situation with respect to the devices.

For example, it is reasonable that one may try to enrol a user 2 or 3 times in a system, before

declaring the case as an FTE, but under most circumstances, 10+ attempts are unreasonable.

The Failure To Acquire is a metric that shows how many attempts were that the system did not
detect at all. Note, that the duration of time that must elapse until the attempt can be considered
FTA may differ from device to device, but a 10 second limit can be considered adequate for this

purpose.

For more information on this and other biometric parameters, | suggest to visit the excellent

website of Jean-Frangois Mainguet at http://biometrics.mainguet.org/basics/accuracy.htm.
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1.7, Enrolment Schemes

Enrolment is the process to acquire one or multiple user fingerprints, convert each of them from a
raster image to digital representation called Template store them on the BSC. On Figure 10 are

depicted some possible schemes of enrolment for a BSC.

( Secure Kiosk ) [ Secure Tablet \\ ( NFC POS ﬁ\’ f Card Reader ‘\

- In Branch / Office _ - In Branch / Office - In Store / In Branch - Battery-powered
- Contact or NFC ‘! - Contact or NFC - Contact or NFC Reader or connected to
- Non Assisted == / - Assisted by tablet - Before first use aPC

or Assisted = g operator or at first use - Contactonly
- Assisted - At Home / Office
g - Not Assisted
K - j K ) & ) Kor assisted J

f Smartphone Y4 ATM \ ( Standalone BSC )
- Smartphone with - ATM with contactless - BSC interact with user
reader by means of display,

LEDs or Audio
- Not Assisted

. - Not Assisted g"
‘ - - Needs @
H battery BSC

enrolment App
- NFC or custom
cable
- Not Assisted

- In Branch

Figure 10 - Examples of Enrolment Schemes for BSC

As of time of writing, several different enrolment schemes are being explored:

0 Secure Kiosk: the user interacts with a self-service kiosk, normally installed in a secured
environment, €.g. bank branch or government building. Once the fingerprint image has
been acquired, the extracted template is loaded into the BSC via contact or NFC.

0 Secure Tablet: the user interacts with a tablet assisted by an operator. The operation is
normally happening in a secured environment, €.g. bank branch or government building.
The fingerprint can be either acquired on the tablet built-in fingerprint reader or on the
BSC that communicate to tablet by means of NFC.

0 NFC POS: the user interacts with a POS assisted by an operator. The operation in normally
happening in the establishment of the card issuer, e.g. casino, shop. The fingerprint can
be either acquired on the POS built-in fingerprint reader or on the BSC that communicate
to tablet by means of NFC.

0 Card Reader: the user interacts with the BSC without any assistance. The operation is
normally happening in a non-secured environment, e.g. home, office. The card reader can
be:

o Connected to a PC, trough USB cable. In this case there is normally a specific

application to guide the user through the enrolment process.
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0 Self-powered Card Reader: the card reader does have an internal battery and the
user interact with the BSC only. BSC feedback can be visual, audio or both. | think
this can be a very successful solution for issuance of BPCs.

IDEX ASA have developed a low-cost, self-enrolment device that plan to license/sell to BSC
integrators along with its fingerprint sensors. IDEX is working with Mastercard on the self-
enrolment device, and the remote biometric card enrolment was unveiled by Mastercard (Figure

11, Figure 12 and Figure 13) in a global announcement on 1st May 2018. It's made of a battery-

powered card reader wrapped in a cardboard sleeve. The user of the biometric payment card
needs only to insert the card into the reader to initiate the enrolment process. Multi colored leds

on the card indicate to the user the completion of the self-enrolment process.

12 3456

Figure 11 - The basic version of Mastercard self-enrolment device.

The full featured version of Mastercard Enrolment Sleeve feature (Figure 12) got the instruction on
how to use the device in the inner part of the cover (Figure 13) and it also offer a guidance

window for the finger.

Any Bank
Mastercard

Enrollment sleeve for your 56

Biometric-Featured Mastercard

LI f t mastercorde

Figure 12 - The full version of Mastercard self-enrolment device.
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ations on th. recei

until sensor is in sq we o
card with enhanced g S

m::‘:f“"'new 1. Insert t
.T Biometri ™ z.thmlmllsﬂtshh‘,plmv( r
oenu""m" -t card, please dominant thumb on the sensor until the l
the 3 steps to the righ. ¥ light turns solid. When the light begins
ﬂuhmln,nmovoyourthunbmdnpe

A total of 6 finger print samples for each position. (%, &, €)
our thumb is all you need to enroll,

3. After the sixth sample, a steady solid |7 w
indicate that enroliment is complete.

mastercarde
— oA SRS

Figure 13 - The instructions included in the Mastercard self-enrolment device.

To enroll with the Mastercard device the use shall go through the following procedure:

1
T
1

Card is inserted in the sleeve, the sleeve power on the BPC

The green LED start flashing

User put his thumb on sensor aligned with the printed “A”, sensor will acquire the
fingerprint, LED will be solid green. When the acquisition will be complete the green LED
will flash. User lift his finger from sensor.

User put his thumb on sensor aligned with the printed “B”, sensor will acquire the
fingerprint, LED will be solid green. When the acquisition will be complete the green LED
will flash. User lift his finger from sensor.

User put his thumb on sensor aligned with the printed “C”, sensor will acquire the
fingerprint, LED will be solid green. When the acquisition will be complete the green LED
will flash. User lift his finger from sensor.

User put his thumb on sensor aligned with the printed “A”, sensor will acquire the
fingerprint, led will be solid green. When the acquisition will be complete the green LED
will flash. User lift his finger from sensor.

User put his thumb on sensor aligned with the printed “B”, sensor will acquire the
fingerprint, LED will be solid green. When the acquisition will be complete the green LED
will flash. User lift his finger from sensor.

User put his thumb on sensor aligned with the printed “C”, sensor will acquire the
fingerprint, LED will be solid green. When the acquisition will be complete the green LED

will be steady green.
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0 Smartphone: the user interacts with the BSC that communicate with a smartphone via NFC
or through a USB cable. The operation is normally happening in a non-secured
environment, e.g. home, office. The Swedish company Fingerprint Cards have registered
the patent US 2017/0366351 A1 — Communication Arrangement for a cable (Figure 14)
that at one ends have a plug (for instance can be a USB C or Lightning) and on the
opposite a custom-made contact pad that fit the six or eight contacts pad on the BSC
chip. The idea is to produce such cable in a very economical way so that the issuer can
afford to supply one of them for each BSC sold. Ideally the user receives the new BSC with
the cable already connected. The cable has two main functions: supply power to the BSC
and receive feedback from the card on the status of the enrolment process. Then the user
shall only plug the cable into the smartphone and launch the enrolment App. The App is
then providing guidance to the user on the enrolment process. After the user have
successful gone through the enrolment process, the card will switch to operational mode,

the cable can be detached from BSC and discarded.

206

Figure 14 - Conceptual drawing of a custom-made cable for BSC self-enrolment patented by
Fingerprint Cards.

o ATM: the user receives its BPC by regular postal service and he/her is invited to the
nearest ATM of the issuing bank. The ATM shall be equipped with a NFC contactless

reader. When an un-enrolled BPC is sensed within its working range, the ATM run the
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enrolment application on its display. The user can be instructed then in a step-by-step
enrolment by means of graphics, video and audible messages. The enrolment is expected
to be mostly not assisted.
o Standalone BSC: the user interacts with the BSC only. The BSC shall have its own source
of power such as internal battery. BSC feedback can be visual, audio or both.
All enrolment solutions — except the case where the customer biometric enrolment data is injected
into the BSC at the personalization time — make use of BSC delivered to customer in “Ready for
Enrolment” state. This means that the card cannot be used until a successful enrolment has been
performed.
Additional consideration has to be made for the so called “Enrolment Attempts” meaning the
situation that happen when user try to enroll his/her fingerprint and that for some reasons it fails.
Can fail because the user does not have the correct Enrolment PIN or because it tries to enroll
several fingers (when process works for one finger only) or press against the sensor a part of the
body that is not a finger.
BSCs shall be programmed in such a way that once the maximum attempt of “Enrolment Attempt”
will be reached, the card should switch to the permanent status of Locked, to prevent potential
misuse.
When the enrolment process is performed correctly the Card Operating System switch it state to

“Ready - Operational” meaning the card can be used for its purpose.

There are technical solutions that periodically, let’'s say every 10 successful authentication, add
the last extracted template to the internal BSC template database. Doing so the card improve its

approval performance and “learn” about potential changes in the skin of the owner.
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1.7.1. Enrolment Schemes for BPC

Financial Cards will probably become one of the first application where BSC will be implemented

and therefore vendors and developers are planning several enrolment scenarios.

Scenario 1 — Self Enrolment at first card use (Figure 15)
0 The customer order his/her BPC at the bank.
0 The bank place BPC order to the card manufacturer.
o The card manufacturer generate the Enrolment PIN that is injected into the BPC
o0 The Enrolment PIN is printed and mailed to customer.
o When the BPC will be completed it will be mailer to customer, separately from the
envelope containing the Enrolment PIN.
o Customer recive one envelope containing the BPC and another envelope with the
Enrolment PIN.
0 The customer visit a shop for his/her first transaction with the new BPC.
0 The customer tap the BPC and the POS terminal that read the state “Enrolment State” from
the BPC and then display “Digit Enrolment PIN”.
0 The customer input the reiceved Enrolment PIN.
0 The POS Terminal send the acquired PIN to the BSC via NFC.
0 The BPC then perform the check:
o If the typed PIN match with the Enrolment PIN stored within the BCP, the card
switch its state to “"Operational State” and purchase transaction can be done.
o Ifthe typed PIN does not match with the Enrolment PIN it will be given the
customer the possibility to retry.
0 After a predefined number of failed retry, let’s say three times, the BPC switch

permanently into “Locked State”.

This scheme is relatively simple to implement, however it shall be taken in due consideration the

fact that the POS Terminal shall have upgraded firmware.
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Figure 15 - BPC enrolment at first use.

Scenario 2 — Assistend Enrolment at Bank, Template Injected into BPC on Post Issuance (Figure
16)

0 The Card Bureau receives the order to produce a BPC.

o The Card Bureau produce and personalize the BPC.

0 The Card Bureau ship the BPC to customer.

o The customer, upon receiving the BPC visits the issuing bank.

o The Bank Staff identify the customer to make sure is the legit owner of the BPC.

o The customer, assistend by the bank staff, enrol its fingerprints directly on the BPC.

o The Bank Staff log in the card network and activate the BPC.

o The BPC is ready for use.

Bank staff assist customer
fingerprints enrolment

Card Bureau receives order
to produce BPC

Customer bring its non-active

Card Network
BPC at Bank branch

BPC ready for use

User register its
fingerprints directly on
the BPC

Bank staff activate BPC
into card network

BSC is shipped

Bank branch
to customer

personalization

Figure 16 — BPC in-branch enrolment .
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Scenario 3 — Self Enrolment at Home (Figure 17)
o A factory manufacture and ships the battery-powered Enrolment Sleeve to the Card
Bureau
o The Card Bureau produce and personalize the BPC.
o The Card Bureau ship the BPC along with one Enrolment Sleeve to customer.
0 The customer, perform self-enrolment with card inserted into the Enrolment Sleeve.
o Once enrolment has been completed the Enrolment Sleeve can be discarded.
o At first BPC use, the POS Terminal prompt for PCB PIN
0 The customer input PBC PIN.
0 The BPC is ready for use.

1: Enrolment Sleeves are 8: on first

: | - | -
produced and shipped to BPC S LING SeO 6: User perform self transaction User
to customer enrolment on BPC -
Bureau input BPC PIN

4: parcel containing 7: after enrolment,

BPC and Enrolment the Enrolment 9: BPC ready

Sleeve is shipped to Sleeve can be for use
User discarded

2: card Bureau
receives order to produced and
produce BPC personalized

Figure 17 - BPC self-enrolment with enrolment sleeve.

Scenario 4 — Self Enrolment on First Use (Figure 18)

0 The Card Bureau produce and personalize the BPC.

o

The Card Bureau ship the BPC to customer.

The Card Bureau send the BPC PIN to customer.

The customer receive the BPC and it use it at a merchant.
At first BPC use, the POS Terminal prompt for PCB PIN
The customer input PBC PIN.

After successful PIN verification card is starting enrolment.

User perform enrolment on the card.

O O O O O O o

When enrolment is completed, the transaction is then authorized.
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This process requires that, during the enrolment process, the BPC communicate the status to

the user. For example, this can be obtained through multi coloured LEDs.

Card Card PIN is generated At first use, POS ask Transaction is
Manufacturer and sent to customer user the PIN authorized

Z PC :
Bank issue e User goes shopping

erso and User key in the User fingerprint
P = and use BPC for the y gerp
mailing to ‘ . PIN enrolment on BPC
first time
customer

BPC order to
card maker

Figure 18 - BPC self-enrolment at first use.
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1.7.2. Enrolment Schemes for FelD

Enrolment for a FelD will most likely be done in a supervisioned environment so one of the
possible scenario could be the one illustrated in Figure 19:

0 The citizen apply for FelD.

o Government approve the application, produce and ship the FelD at citizen home.
Alternative here is that card is manufactured and shipped to Government office so that
once is there a notification for card pick-up is sent to the citizen.

0 The citizen visit the Government office.

o At the Government office, citizen identity is verified.

o The citizen enrol his/her fingerprints directly on the FelD assistend by Government staff.

o Once enrolment is completed Government officier activate the enrolled FelD into the
National ID Card Database.

o Citizen leave the Government office with his/her FelD ready for use.

Citizen bring its non-active Govt. staff assist Citizen

3 g S National ID Card database
FelD at govt. office fingerprints enrolment

Citizen apply for FelD

FelD ready for use

FelD is produced and Citizen identify is Citizen enrols its fingerprints Govt. staff activate FelD into
mailed to Citizen verified directly on the FelD National ID card network

Figure 19 - Enrolment scheme for FelD.
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1.8. Considerations on Enrolment Schemes

Enrolment is probably the most critical and costly part of each BSC project.
The quality of the reference template generated at enrolment will determine the efficiency of the
card during its life cycle.
This is why most of the enrolment procedure asks the user to enrol his/her finger multiple times at
different angles/orientation. Some biometric engines literally stitch the images together to create a
high resolution image of the fingerprint that is used as input for the generation of a “rich” template.
Other engines generates multiple (N) template for the same finger so that the matching process is
1:N.
Enrolment, when possible, shall be done in a secure environment:

A To identify the rightful owner of the BSC.

A To ensure good quality fingerprint scanning.

A To limit potential attacks.

A Shall be done assisted by trained staff.

Self-enrolment will probably become popular for non-critical applications.
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1.9. BSC Applications

A BSoC is basically an enabler of Multi Factors Authentication (MFA) (Figure 20) where the

evidence is represented by the Card = something you have, Fingerprint = something you are and

—optionally — a PIN = something you know.

Something | have
CARD

Something | know
o\

Something | am
FINGERPRINT

Figure 20 - BSC as Multi-Factor Authentication enabler.

Among the many uses of the Biometric Cards | think are worth to mention:

o Toreduce Card-Present-Fraud in Payment Cards
o For identification in Logical and Physical Access Control
o As proof-of-life for ID Cards / Government Cards / Subsidy Cards

o As mean to e-Sign Government documents

In terms of practical applications, | foresee BSC being used as:

o Financial Cards

0 Debit/ Credit Cards

o OTP Cards

o Cryptocurrency Hardware Wallet
o Government

o National ID Cards
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Physical Access entry

Logical Access Login

0 Healthcare & Insurance

(0]

Health Insurance Cards

Generally speaking Biometric Cards can be practically used in most of the current smart card

application as additional level of security or anywhere is necessary to establish a unique link

between the card and its rightful owner.
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1.9.1. Use Case: Payment Cards

In the payment card industry, the Biometric Payment Cards authentication can be used as
alternative to PIN (in chip and PIN scenario) or signature (in chip and sign scenario). However, if
the biometric match is not successful, then the transaction will be processed using the highest
priority Card Verification Method (CVM) supported by both the card and the terminal, which may
be the PIN or Signature. Another situation when the fall back PIN shall be used is at ATM where

the card is totally inserted inside the machine and the biometric sensor is not accessible.

For a contact-only BPC (Figure 21), the process could be something like:
0 The user needs to pay for goods / services, he/she dip the contact BPC into the POS
Terminal;

0 He/she put the enrolled finger on the FPS:

o If the user is authenticated, then the BPC is activated, the POS Terminal activate
the EMV app, retrieve from the card the CVM List;

0 The BPC send to the POS Terminal the CVM List, first CVM available is “No CVM”;
0 The POS Terminal process the transaction;

0 The receipt is printed and handed over to customer;

o Ifthe user is not authenticated the card is either kept “OFF” or the first CVM of the

card is set to “PIN” or “Signature”.

. finger on sensor

POS Terminal BPC
CVM Capability CVM List

CD CVvM No CVM

~

1: Customer needs to pay 5: Transaction is
authorized
n 2: Card is inserted into the POS Terminal, “ 9 »

-

app is enabled

n » If match, EMV »

B Online PIN Online PIN

3: If finger
" does not
match,
transaction is

No CVM

4: POS Terminal retrieve CVM from BPC and
seek for first available method supported by
both. For Contact Only BPC is No CVM

6: BPC is returned
to customer

If not match
BPC disable
EMV app

aborted

Figure 21 - Payment Scheme with a Contact-Only BPC.
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For a dual interface BPC (Figure 22), the process could be something like:

0 The user needs to pay for goods / services, he/she wave the dual interface BPC over the
POS Terminal;

o The POS Terminal “sense” the proximity of the card, activate the EMV app, retrieve the
CVM List from the BPC;

0 The first CVM will be “CDCVM” (Consumer Device Cardholder Verification Method, this is
the terminology preferred by Visa) or “ODCVM” (On-Device Cardholder Verification
Method, this is the terminology preferred by Mastercard);

0 Ifthe POS Terminal supports CDCVM or ODCVM, it start the authentication waiting
response from BPC:

o Ifthe user is authenticated it reply “User Authenticated” to POS Terminal and
transaction is carried out.
Or
o If the user is not authenticated the POS Terminal tries to carry out the transaction

using the next CVM supported by both the BPC and the POS Terminal.

Figure 22 - Payment [ EEEEEEEEE
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